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Re: Digital Platforms Inquiry: Issues Paper
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The Consumer Policy Research Centre (CPRC) would like to thank you for the opportunity to
respond to the Digital Platforms Inquiry Issues Paper.

CPRC is an independent, not-for-profit consumer research organisation. CPRC undertakes
interdisciplinary and cross-sectoral research to inform policy reform and practice chance.
Consumer data is a central research priority for the organisation due to the rapidly growing
online marketplace, early adoption of digital technology by Australians, and the emerging
benefits and risks to consumers of ‘big data’ amalgamation.

In this submission CPRC has drawn on internal research, as well as recently commissioned
market research completed by Roy Morgan Research into Consumer Knowledge and
Understanding of Consent to Data Collection, Usage and Sharing in Australia. We attach a copy
of the quantitative market research to this submission (Attachment 1).

CPRC notes that this Inquiry and cited data practices are not occurring in isolation. One of the
most significant challenges of data amalgamation and the impact on competition is that the
collection, sharing and use of data is not happening within any one sector, but multiple at the
same time. It is therefore important to consider not only the issues associated with genuine
consent and control of over collection of data but also the sharing and use — by who and for
what purpose.

While this Inquiry focusses on data collected by digital platforms, largely transacted for
advertisement — the extent to which data is being shared between digital platforms and other
commercial entities to which consumers may have unwittingly given consent remains unclear,
and obfuscated by vague and lengthy privacy policies which consumers have little awareness of
or control over.

We therefore encourage the Commission to consider the amalgamation of consumer data by
digital platforms to include data amalgamated by the digital platform which may have been
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generated by separate commercial entities in completely different sectors such as retail stores,
technology providers or service providers.

We have raised similar concerns in relation to the need to view these matters holistically in
relation to the Review into Open Banking and establishment of a Consumer Data Right in
Australia. While the establishment of the Consumer Data Right is a useful first step to enable
more accurate comparisons of products and services for consumers, we believe there to be
significant benefit in ensuring that complementary protections are rolled out in parallel. In
particular, ensuring consumers are empowered with more transparency and control over how
their data is collected and used, along with a greater focus by regulators on the potential for
discrimination and exclusionary practices.

CPRC supports effective competition in the online marketplace where:

e consumers are able to make genuinely informed choices about purchase decisions;

e consumers have genuine control and transparency over what data is collected, how it is
used, shared and transacted;

» information (or data) asymmetry between buyers and sellers is minimised:;

» adequate protections exist, especially for vulnerable or disadvantaged consumers.

Ensuring these settings are in place as the online marketplace evolves in Australia will be
central to consumer confidence, fairess and good consumer outcomes.

Implications for consumers

3.18. Describe the nature of the impacts (positive and negative) that digital platforms are having
on consumers? What causes these impacts? Are these impacts temporary or ongoing?

Digital platforms such as social networking sites facilitate interactions between users by allowing
them to share information, opinions, and interests’. They are also being used by organisations
to disseminate information and foster collaboration. This can have a positive impact for
consumers as digital platforms can be a useful source for information attainment and for
exchanging ideas. However, these platforms also bring new challenges relating to privacy,
security, data management, accuracy and diversity of information 2 2 4,

' Khan, G.F., Swar, B., Lee, S.K. Social Medial Risks and Benefits: A Public Sector Perspective. Social
Science Computer Review. 2014; 32(5): 606-627

2 ibid

3 Allcott, H. and Gentzkow, M. Social media and fake news in the 2016 election. Journal of Economic
Perspectives. 2017; 31(2):211-236

4 Bozdag, E. and Van Den Hoven, J. Breaking the filter bubble: democracy and design. Ethics Information
Technology. 2015; 17(4): p249-265
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There have been a number of complaints against Google and Facebook in the US and Europe
between 2011 and 2016 relating to privacy and data protection concerns®. The issues raised for
Google included collection, use or sharing of information without user knowledge or consent.
This ranged from user search queries to Wi-Fi data, placing cookies on users’ computers
without users' consent and more. Some of these complaints have resulted in large fines and
penalties. Facebook complaints have included inaccuracy of information provided to users, lack
of user ability to restrict access to their data, broader collection of data and tracking (e.g. web
browsing and when logged off Facebook), sharing of information to third parties, and conducting
experiments without user knowledge—some of which are under investigation. The use of digital
platforms can have negative lasting impacts for consumer privacy due to the lack of adequate
protection and control consumers have over their information. There is a view that consumers
are being valued less as clients and more as 'groups of data that can be understood, and
possibly manipulated to increase advertising revenues®. CPRC strongly supports Australia
following the European Union's (EU) lead by looking at privacy from a human rights perspective
and providing tighter regulation on privacy—the EU's Charter of Fundamental Rights protects
privacy and data protection as fundamental rights and the General Data Protection Regulation
(GDPR), in force from 25 May 2018, will subject any company who is collecting information from
data subjects in the EU to re-collect consent under new strengthened conditions’.

3.19. What are the advantages and disadvantages of using digital platforms for consumers?

In relation to news and journalistic content, an advantage of digital platforms is that they can
facilitate consumer engagement in news and social issues—digital platforms allow users to
consume, share, comment and react to information. Personalised display of information also
means that consumers get access to items that are relevant or are of interest to them®.

One of the disadvantages of using digital platforms is the filter bubble' effect where algorithms
filter and prioritise the content displayed so that it reflects the users' view, based on their prior
interactions with the system and other factors, and consequently hides content with opposing
viewpoints without the users' consent. By controlling the information accessible to consumers, it
has been claimed that digital platforms are eroding the consumer's autonomy to be a judge of
their own interest®. Bozdag and Van Den Hoven (2015) argue that filter bubbles can be seen as
a form of market failure that diminishes user control and hence autonomy, hide available options
and coerce people in such a way that they cannot get what they want. Users will not get the
search results they were looking for, or do not receive the updates from friends they wantto in a

5 Jorgensen RF. and Desai T. Right to Privacy meets online platforms: exploring privacy complaints
against Facebook and Google. Nordic Journal of Human Rights. 2017; 35(2): 106-126

% ibid

T ibid

8 Bozdag, E. and Van Den Hoven, J. Breaking the filter bubble: democracy and design.(p3)

% ibid
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social networking platform.' For consumers who value diversity in content and product offerings,
there is often little other option available to avoid heavily personalised and curated content.

Additionally, how this curation impacts display results both of information and certain products
and services is unclear. The quality and source of data that is used by digital platforms to
determine a ‘consumer profile’ remains obscure. Lack of transparency for consumers to
understand how their profiles have been established and what they are based on leaves little
options available for revision or dispute.

One proposed way of addressing this is designing tools to improve users' control over the filters:
for example by increasing users' awareness of their own biases (e.g. Balancer), giving users
exposure to diverse viewpoints (e.g. Considerlt), and informing users of the filters that are
implemented online (e.g. Bobble)'. However, this places a lot of effort on the individual to
overcome algorithm bias.

3.20. What terms and conditions govern consumers' use of digital platforms? How do they differ
from those which apply when consumers obtain news and journalistic content from other
sources”?

Consumers aren’t subject to the same conditions when accessing news and journalistic content
on digital platforms compared to other sources such as printed newspapers, radio or television.
The difference with digital platforms is that they have the ability to collect a user's personal
information and track their activities (and their social network's activities) to develop a detailed
profile of who they are and their preferences.

Privacy Policies and Terms and Conditions allow companies to 'declare' and secure consent to
practices around data collection, use, storage and sharing which are not necessarily identified
by consumers in these lengthy documents.

CPRC recently commissioned a market research study conducted by Roy Morgan Research
surveying a representative sample of 1004 Australians. The results show that 33% of
Australians surveyed admit to not reading a Privacy Policy or Terms and Conditions at all when
signing up for a product or service in the past 12 months. Only 6% have read their Privacy
Policy and Terms and Conditions for all products they have signed up to in the past 12 months.
Additionally, of the 67% who reported reading a Privacy Policy or Terms and Conditions at least
once in the past 12 months, two-thirds indicated that they still signed up for one or more
products even though they did not feel comfortable with the policies.

When asked why they still accepted the Privacy Policies or Terms and Conditions, the most
common reason was that it was the only way to access the product or service (73%). These
findings demonstrate that Australian consumers are currently lacking sufficient awareness and
control over the type of data being collected and used. Consumers simply feel that they have

ibid
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no choice but to accept the terms of service or otherwise face denial of access to the products
or services.

3.21. Are consumers generally aware of these terms and conditions? Specifically, do Australian
consumers understand the value of the data they provide, the extent to which platforms collect
and use their personal data for commercial purposes, and how to assess the value or quality of
the service they receive from the digital platforms?

Our research indicates that while Australians are aware of Privacy Policies and Term and
Conditions, this does not necessarily translate to sufficient knowledge or control of how their
information is being collected, used, stored or shared. Surprisingly, 19% of Australians wrongly
believed that if a company has a privacy policy, it meant they will not share information with
other websites or companies, and 22% did not know enough to answer this question.

A view expressed by consumers in CPRC's qualitative focus groups was that Terms and
Conditions were written to satisfy legal requirements and do not really serve as a tool for
effective communication with the customer.

‘I actually read the Terms and Conditions. They're written to satisfy legal requirements,
not to communicate with me, and can sometimes be hard to understand.”

An Australian study by consumer advocacy group CHOICE, looked at the time it would take to
read the Terms and Conditions of Amazon Kindle and found that it would take nine hours to
read'. This is consistent with other literature which suggests users do not read policy
documents because the policy documents are too long, difficult to comprehend, difficult to find,
or they perceive the cost to benefit ratio of reading to be too high'? 13 14, These findings highlight
the importance of a significant focus by regulators on effective consent and privacy by design
approaches to regulatory intervention, rather than ongoing reliance on consumers to wade
through excessively lengthy policies with little ability to comprehend the information, let alone
control over the outcome if they do not agree with what is being proposed.

" Hunt, E. (2017). Amazon Kindle's terms 'unreasonable' and would take nine hours to read, Choice
says. The Guardian. Available at hitps://www.theguardian.com/australia-news/2017/mar/15/amazon-
kindles-terms-unreasonable-and-would-take-nine-hours-to-read-choice-says. (Accessed on 18 Jan 2018)
12 Solove, DJ. Introduction: Privacy self-management and the consent dilemma. Harvard Law Review.
2013, 126 (7): 1880-1903

'3 Obar, JA., Oeldorf-Hirsch, A. The biggest lie on the internet: Ignoring the privacy policies and terms of
services policies of social networking services (August 24, 2016). TPRC 44: The 44th Research
Conference on Communication, Information and Internet Policy 2016. Retrieved from
https://ssrn.com/abstract=2757465.

4 Marrtje, E. et al. (2016). Study on consumer's’ attitudes towards Terms and Conditions (T&Cs).
European Commission. Retrieved from

http://ec.europa.eu/consumers/consumer_evidence/behavioural research/docs/terms and conditions fin

al_report_en.pdf
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Focus groups also suggested that consumers are aware that their data has some monetary
value.

"There's this other series of information which is inferred, largely through data mining
processes, by which you could be profiled and your desires and expectations predicted
with some degree of confidence, and that | think is the more scary part... that information
is highly valuable."

"Big data is the most valuable thing in the world. They should pay us to collect it."

However, it is difficult for consumers to know the extent to which platforms collect, use, store
and share their personal data for commercial purposes because the information is not
transparent, and consumers do not have genuine control over their data.

"l confess, | sometimes wonder what | am agreeing to...”
“How can we achieve ‘privacy’ unless you cut yourself off from useful things?”
“l close my eyes and don't think about it"

Forty-four percent of consumers surveyed feel that it is not enough for companies simply to
notify them about how they collect, use and share data in their Privacy Policies or Terms and
Conditions alone.

Furthermore, our research suggests that the current process for obtaining consent through
Privacy Policies and/or Terms and Conditions is flawed, because various permissions are
bundled in the policy documents and therefore consumers cannot opt out of types of data
collection or uses they are uncomfortable with. Nearly all of those surveyed (95%) said they
wanted companies to give them options to opt out of certain types of information they can
collect, use and/or share. Furthermore, the majority of Australians (73%) expect that the
Government should mandate companies to provide consumers options to opt out of certain
uses and sharing of their data.

As an example of intervention in other jurisdictions, the EU takes an even more consumer-
focused approach by ensuring that privacy is the default setting by design, meaning that
consumers would have to opt in to sharing information rather than opt out and that there are
conditions around consent to protect consumers'® '6. Consent can only be effective if users truly
have real choice—e.g. if consent is given as a premise for using platforms and the boundaries
to which data is collected, used, stored and shared is too broadly defined, then there is no real
choice for consumers but to agree out of necessity or otherwise risk losing access to tools that

15 GDPR. Article 25 GDPR Data protection by design and by default. Available at https://gdpr-info.eu/art-

25-gdpr/
6 GDPR. Article 7 GDPR Conditions for consent Available at https://gdpr-info.eu/art-7-gdpr/
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have no alternatives'’. Furthermore, the GDPR also provides consumers a 'right to erasure' or
to be forgotten, which helps to address issues around unwanted data retention because data

can still be stored without the users' knowledge even if the they had 'deleted' the information?®
19

3.23. If you consider the collection of data part of the effective price paid by consumers for use
of the digital platforms, to what extent are consumers aware of and provide informed consent for
the collection and use of their data?

CPRC understands that consumers' access to some services for free is made possible through
advertising revenue. However, advertising is becoming increasingly personalised and targeted
to consumers through the use of their data. The level to which consumer are aware of and
provide consent for the collection and use of their data is not extensive. Whilst 88% of
consumers were aware that companies exchange information about them with third parties for
purposes other than delivering the product or service, and 91% were aware that companies
today have the ability to follow their activities across many sites on the web, more detailed
discussion from recent focus groups suggest that consumers are concerned because they do
not know exactly where their data goes and how it is used.

"Once you share your information, you cannot trace it.”

It is evident that the ability to control, track and know what their data is being used for is
important to consumers.

Australians value the privacy of their information. Majority of Australians do not want companies
sharing their information for secondary purposes. At least two-thirds of Australians indicated
they were uncomfortable with most types of information being shared with third parties:

e Phone contacts (87%)

e Their messages (86%)

e Their unique ID number on their mobile or other device (84%)
e Phone number (80%)

e Date of birth (73%)

¢ Browsing history (72%)

¢ Who they are friends with on social networking sites (71%)

e location data (71%)

'7 Jorgensen RF. and Desai T. Right to Privacy meets online platforms: exploring privacy complaints
against Facebook and Google. Nordic Journal of Human Rights. 2017; 35(2): 106-126

'8 ibid
9 GDPR. Article 17 GDPR Right to erasure ('right to be forgotten'). Available at https://gdpr-info.eu/art-
17-gdpr/
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e Purchase/transaction history (69%)
e Email address (67%)
e Name (61%)

Another finding of our research suggests that consumers' openness to sharing information
depends on which organisation is collecting the information (preference for reputable
companies), the type of data being collected (consumers are more open to sharing data that
does not identify them), and purpose for which the data will be used (they do not want the data
to result in their detriment).

Consumers are also relying on companies they trust to protect their personal information — with
trust and brand effectively being used as a proxy for privacy and good data practices. CPRC's
quantitative study suggests that 96% of Australians have (at any time in the past) used products
or services provided by major companies they trust as a strategy to protect their data or
information. Our research indicates that consumers typically do not currently read Privacy
Policies or Terms and Conditions if they are accessing products or services from an
organisation they trust. Furthermore, consumers perception of trust is often guided by the size
of the company or if they have heard of the company.

"I don’t read them for some of the bigger kinds of companies..."

Consumers clearly have a desire to protect their information. Australians surveyed indicated that
they have (at any time in the past) taken the following actions as means to protect their data:

* Denied apps permission to access information after installing them (86%)

* Chosen not to use the product or service collecting their data/information (90%)
e Adjusted privacy settings on social networking sties (82%)

e Cleared their browsing history (90%)

e Deleted cookies on internet browsers (85%)

» Checked their mobile/tablet app 'permissions' before downloading (80%)

» Adjusted ad settings on online accounts to reduce targeted ads (72%)

e Read Privacy Policies and Terms and Conditions documents (82%)

» Used incognito browsers in order to protect their information (55%).

3.25. How do consumers value digital platforms' access to their data? Do consumers see it as a
cost or a benefit (e.g. it enables customisation of the content displayed)? How does the access
to or control over user data impact the relationship between digital platforms and consumers?

The value consumers place on digital platforms' access to their data depends on the level of
awareness and purpose for which the data is used.

A small proportion of consumers find the use of their data for customisation of content displayed
to be of benefit. Twenty-seven percent of Australians believed it is acceptable for companies to
monitor their online behaviour to show relevant advertising. However the majority, 52% of
Australians surveyed found such use unacceptable.
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Our qualitative research suggests that some consumers appreciate relevant advertising based
on their interest. Furthermore, participants generally value the use of their data where it would
benefit them or society as a whole. These situations generally included getting birthday
discounts, receiving relevant recommendations or deals:

"If  get a discount on my birthday, that is good use. Anything that is of personal benefit
to me."”

“I don’t mind it if things pop up about fravel deals, just in case I'm interested.”
“Product development, predict preferences (e.g. Spotify)... simplifying life.”

However, many participants believe that the data provided to a company should not be shared.
Participants also expressed a view that they should have greater ownership and control over
their own data and how it is shared.

“It should be my data. | should have rights to it.”

"..It’s just they are all connected. So that's when | started to worry a bit coz the stuff that
! search for is like moving companies.”

"Anything identifiable, anything that can be traced back to you [should not be shared].”

"I'm not comfortable with them having any of my information, but if you want to be
involved in whatever the site is about, you don'’t get options..."

Furthermore, use of information which can disadvantage certain consumers and reduce
consumer choice is overwhelmingly rejected by the Australians surveyed as being a reasonable
use of data. Generally, Australian consumers do not find it acceptable if their data is being used
to:

« Charge people different prices for the same product in the same hour, based on their
past purchasing, online browsing history or payment behaviour (88%)

¢ Collect data about them without their knowledge to assess their eligibility or exclude
them from a loan or insurance (87%)

» Collect data about their payment behaviour to assess their eligibility or exclude them
from an essential product or service (82%).

In an evolving environment ensuring online markets retain consumer confidence and trust is
crucial. Companies and policymakers that do not keep up with community expectations around
appropriate collection, sharing and use of data will ultimately impact the long-term sustainability
and growth and uptake of new technologies and digital platforms.

In line with public expectations, a greater focus on how consumer data and digital platforms can
be used by organisations to unfairly price or exclude consumers from certain products and
services (particularly where essential} requires additional resources for regulators for monitoring
activities as these markets expand. '



Consumer
Policy Research
Centre

Lastly, better access to and control over user data by consumers can help to re-balance the
growing information asymmetry and build better relationships between digital platforms and
consumers®,

If you have any questions or would like further information regarding this submission, please
don’t hesitate to contact Senior Research & Policy Officer, Phuong Nguyen on 03 9639 7600 or
phuong.nguyen@cprc.org.au.

Yours sincerely,

Lauren Solomon
Chief Executive Officer

Consumer Policy Research Centre

About Consumer Policy Research Centre

CPRC is Australia’s first consumer-focused policy think tank, established by the Victorian
Government in December 2016. Our vision is to deliver a fair outcome for all consumers. We
believe that consumer confidence when engaging with businesses and markets is central to the
long-term sustainability of those markets. We work with business, the community sector and
policy markets to develop, translate and promote evidence-based research to inform practice
and policy changes.

20 Jorgensen RF. and Desai T. Right to Privacy meets online platforms (p3)
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