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Getting our privacy protections right

The Consumer Policy Research Centre (CPRC) welcomes the Attorney-General
progressing the long-awaited privacy reforms for Australians. We are generally
supportive of the Bill.

It’s time to introduce privacy laws that work to actively protect Australians in the digital
economy.

In this submission CPRC recommends the following to ensure that the uplift to the
Privacy Act leads to fair and safe outcomes for Australians:

1. Implement changes to the fair and reasonable test as proposed by Digital Rights
Watch.

2. Make the following changes within the direct marketing provision:

o Change the provision so consumers are not opted in to direct marketing
by default.

o Strengthen the provision to ensure opting out of direct marketing also
opts the individual out of collection, use and sharing of their information
for direct marketing purposes.

o Amend the provision to ensure dark patterns cannot be used to
encourage or pressure consumers to opt back into direct marketing.

o Remove ‘ad-supported service’ from the provision so that the obligation
applies to all entities.

3. Remove the caveat of the right to erasure only applying to large digital platforms
to ensure that consumers can request their data to be erased from any entity
that collects it.

4. Increase resourcing for the Office of the Australian Information Commissioner
(OAIC) by introducing a supervisory fee model for large digital platforms.

5. Introduce a Privacy Safety Regime which incorporates either a product
intervention power or the provision to enforce interim and permanent bans on
products and services that have the potential to cause privacy harms.

6. Introduce penalties that go beyond fines such as a digital disgorgement
obligation so businesses cannot continue to profit from illegal practices.

7. Expand the Telecommunications Industry Ombudsman’s (TIO) remit to cover
redress for digital disputes so Australians can access fair and timely redress
when experiencing issues with digital services.

8. Remove the small business exemption.
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Fair and reasonable needs to ensure fair and safe outcomes

CPRC supports the introduction of the fair and reasonable test as part of the Privacy
Act. We also recognise that the proposal replaces APP3, APP4 and APP6. While this
helps simplify and streamline the obligations, the Attorney-General should be cognisant
that any removal of current obligations does not leave a gap in protections for
Australians.

Our research at CPRC confirms that there is a grave mismatch between how businesses
collect and use data and what Australians expect. Only 15% of Australians feel
businesses are doing enough to protect their privacy when it comes to how their
personal information is collected, shared and used.! The interests of Australians must be
front of mind for businesses implementing any data-based initiatives.

We support Digital Rights Watch’s recommendations to amend 3.2(b) to include
‘reasonably necessary for, or directly related’. We also support the various other
recommendations made by Digital Rights Watch, including the reconsideration of
retaining APP6.

Recommendation 1: Implement changes to the fair and reasonable test as proposed
by Digital Rights Watch.

Direct marketing provisions do not go far enough

We commend the Attorney-General for proposing dark patterns to be prohibited when a
consumer is navigating to opt-out of direct marketing. CPRC's suite of dark patterns
research has confirmed that dark patterns can play a significant role in impeding a
consumer’s control and choice over their privacy.? For example, our research into gaming
revealed that over half of Australian players had encountered privacy harms as a direct
result of dark patterns (52%).2

However, the proposal does not adequately address the privacy harms experienced by
Australians in this space. There are four key concerns we see with the proposal in its
current form:

1. The onus is yet again on consumers to have to opt out instead of creating a
model where consumers choose to opt in and are opted out by default.

2. The proposal currently remains silent on whether an individual's data can still be
collected, used and shared, despite them opting out of direct marketing.

3. There is no provision currently in the proposal to ensure dark patterns are not
used to pressure consumers to opt back in to direct marketing once they have
opted out.

4. The direct marketing opt out option is limited to entities that will be defined as
providing ‘ad-supported services'. This creates a carveout for many entities that
utilise a direct marketing function.

! Consumer Policy Research Centre, 2023, Not a Fair Trade — Consumer views on how businesses use their data,
https://cpre.org.au/report/not-a-fair-trade-consumer-views-on-how-businesses-use-their-data/.

2 Consumer Policy Research Centre, 2022, Duped by Design — Manipulative online design: Dark patterns in Australia,
https://cpre.org.au/report/duped-by-design.

8 Consumer Policy Research Centre, 2025, Playing the Player - Unfair digital gaming practices and their impact on
Australians, https://cprec.org.au/report/playing-the-player/.
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CPRC’s dark patterns research has found several examples of businesses that would not
be categorised as an ‘ad-supported service’ that heavily rely on problematic direct
marketing practices. For example, we identified the food delivery service, HelloFresh,
that automatically opts in customers to seven different forms of direct marketing which
remain active even when a customer is no longer subscribed to the service.

This is not in-step with the Government'’s original privacy by default model that was
quoted in the Privacy Act Review Report.*

Recommendation 2: Make the following changes to the direct marketing provision:

e Change the provision so consumers are not opted in to direct marketing by
default.

e Strengthen the provision to ensure opting out of direct marketing also opts
the individual out of collection, use and sharing of their information for direct
marketing purposes.

e Amend the provision to ensure dark patterns cannot be used to encourage or
pressure consumers to opt back into direct marketing.

e Remove ‘ad-supported service’ from the provision so that the obligation
applies to all entities.

CPRC supports the proposed right to erasure provisions; however, we do not agree that
the obligation should be limited to just ‘large digital platforms’. Such carveouts will
create an imbalance and yet again the cognitive load will be on consumers to decipher
whether they can exercise their right to be forgotten on by specific platforms.

Our research has found that many rent tech platforms (technology used in rental
processes), including small platforms, collect immense amounts of personal and
sensitive information, yet would not fall under the definition of ‘large digital platforms’.
This leaves consumers vulnerable to privacy harms, especially on platforms such as rent
tech. Consumers often do not have a choice on which one they engage in.

Recommendation 3: Remove the caveat of the right to erasure only applying to large
digital platforms to ensure that consumers can request their data to be erased from
any entity that collects it.

CPRC welcomes the consideration of broader powers for the OAIC. However,
substantiation notices are not nearly enough to ensure businesses that wield significant
market power are adequately held to account.

Currently, the typical compliance and enforcement model in Australia takes effect post-
harm, where a pattern of harm has to be first identified, and then reported by individuals
or community groups. This means that the onus is predominantly on consumers to

4 Attorney-General’s Department, 2023, Privacy Act Review Report, https://www.ag.gov.au/rights-and-
protections/publications/privacy-act-review-report.
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identify and report breaches after they have lost money, or faced other life altering
negative consequences.

The Federal Government must ensure regulators are adequately resourced with the
capacity and capability to monitor and enforce the law in this complex environment.
Regulators must be empowered and equipped to undertake proactive investigations.
They need powers to take enforcement action swiftly and independently.

Given the proposal includes the concept of large digital platforms, CPRC recommends
those platforms should contribute to the cost of resourcing proactive and continuous
monitoring and enforcement by the regulator.

Recognising that proactive monitoring by regulators requires uplift in resourcing, it is
also imperative to note that in today's digital economy governments can rarely compete
with many of the global businesses that hold significant market power. Regulators
should be funded proportionately to the market they are overseeing. One way to achieve
this is to introduce a fee for large businesses so they are contributing to the regulatory
environment that their market power has enabled.®

This could be done through a supervisory fee provision, similar to the one that exists
within the Digital Services Act (DSA) where businesses are required to contribute to an
annual fee to be effectively monitored and assessed for compliance.® This ensures that
the regulator has oversight and businesses are contributing towards an effective
marketplace.

Recommendation 4: Increase resourcing for the OAIC by introducing a supervisory
fee model for large digital platforms.

CPRC proposes a Privacy Safety Regime that mirrors similar reforms that exist either in
the Australian financial market, such as the product intervention power, or the provision
of bans under the Australian product safety framework. Both reforms are designed to
deeply reflect on emerging issues and ascertain how consumers may be protected from
foreseeable harms. If implemented, it would give the regulator the power to ban or pause
products or services that have the potential to cause consumer harm.

As an example, if a Privacy Safety Regime was in place today, it would have meant that
the sale of smart glasses could be restricted immediately as the OAIC investigates.
Instead, we are relying on the good faith of retailers to stop selling the controversial
technology, many of which are placing commercial benefits over the safety and wellbeing
of Australians. Stronger penalties can be an effective disincentive, but only if backed by
effective enforcement.

5 Gupta, C., 2025, Made to Manipulate: The impact of deceptive online design practices on wellbeing and strategies to
mitigate harm, https://cpre.org.au/report/made-to-manipulate-report.
6 Gupta, C., 2025, Made to Manipulate: The impact of deceptive online design practices on wellbeing and strategies to
mitigate harm, https://cpre.org.au/report/made-to-manipulate-report.
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Recommendation 5: Introduce a Privacy Safety Regime which incorporates either a
product intervention power or the provision to enforce interim and permanent bans
on products and services that have the potential to cause privacy harms.

The Federal Government should also consider enforcement action that goes beyond
pecuniary penalties. One option is the consideration of introducing a digital
disgorgement obligation. This is where a business breaking the law would be forced to
delete or surrender data, algorithms and even products that it has designed based on
what it gained through illegal practices.” This would ensure that breaking Australian laws
is not seen as just the ‘cost of doing business'.

In our current digital market where some very large businesses and platforms hold
significant market power, pecuniary penalties will not be enough to dissuade non-
compliant behaviour. For example, it was reported in 2022 that Meta had put aside
EUR 3 Billion in its forecasted budget to simply cover the payment of General Data
Protection Regulation (GDPR) fines.? Penalties should not be a budget line item, but a
meaningful deterrent.

Recommendation 6: Introduce penalties that go beyond fines such as a digital
disgorgement obligation so businesses cannot continue to profit from llegal
practices.

CPRC supports Digital Rights Watch's call for an introduction to a direct right of action,
which is essential to ensuring consumers experiencing privacy related harms are
adequately compensated. In addition to a direct right of action, CPRC recommends that
the Australian Government urgently introduce external dispute resolution provisions for
issues relating to digital services.

Our 2026 research found that 80% of Australians have experienced at least one online
challenge with a digital service in the past 12 months. Of these Australians, close to half
have experienced four or more issues in a span of just one year (45%). Of the people who
do pursue a complaint, 67% are left dissatisfied with the resolution.

The cognitive load of experiencing issues online is taking a toll on Australians. More than
half reported a decline in trust of the online world (53%), one in seven reported a negative
impact on their mental health and wellbeing (14%) and more than half had been impacted
financially (54%). We estimate that Australians are losing around $497 miillion a year due
to problems they face with digital services and being unable to access genuine support
and redress.®

" Gupta, C., 2025, Made to Manipulate: The impact of deceptive online design practices on wellbeing and strategies to
mitigate harm, https://cpre.org.au/report/made-to-manipulate-report.
8 Gupta, C., 2025, Made to Manipulate: The impact of deceptive online design practices on wellbeing and strategies to
mitigate harm, https://cpre.org.au/report/made-to-manipulate-report.
9 Consumer Policy Research Centre, 2026, Key to Your Data - Behind the Tech Interface, https://cprc.org.au/key-to-

your-data.
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Australians don'’t currently have a clear and accessible pathway to redress when it
comes to many facets of the digital economy. There is no easy, independent way of
resolving disputes in the online space.

With an ever-increasing number of businesses utilising Al-enabled customer service and
likely reducing resourcing for effective customer service, it is imperative that consumers
have the option to seek external dispute resolution support. Our research found that 73%
feel optimistic about the concept of having access to a free, independent dispute
resolution body to help with issues experienced with digital services, and 83% are open to
the idea of expanding the remit of the TIO.

Recommendation 7: Expand the TIO’s remit to cover redress for digital disputes so
Australians can access fair and timely redress when experiencing issues with digital
services.

The size or nature of a business should not exclude it from ensuring that it treats
people’s data with safety, care, and respect. CPRC’s consumer research confirms that
Australians expect the same level of privacy protections from small businesses as they
do from businesses in general.l

Australians expect that all businesses with which an individual shares their personal
information should be responsible for ensuring that the data is secure and is not shared
or used in ways that may lead to harmful consumer outcomes.

In recent research investigating rent tech, we found examples of smaller platforms
dabbling in problematic practices such as:
e utilising personality assessments to screen for how ‘accommodating’ or
‘agreeable’ a prospective renter may be
e applying social scores based on individuals’ attributes to assess prospective
renters, and
e encouraging renters to share unnecessary and excessive data, such as photos,
pet details and student details, including student identification and campus
coordinator information.

It is critical that the privacy protections apply economy-wide. Many of these practices
would likely become illegal if the fair and reasonable test is introduced under the Privacy
Act, but if it doesn't apply to all businesses, smaller operators will continue with their
harmful practices with no recourse.

We note that in other jurisdictions such as Europe and New Zealand, there are no carve-
outs for meeting privacy obligations based on the size of the business. Also, in July 2026,
the Australian Parliament passed the Bill on Unfair Trading Prohibition, a landmark
consumer protection reform in over a decade. While Parliament debated whether a small
business exemption should be introduced, it ultimately voted against it, recognising that

10 Consumer Policy Research Centre, 2023, Not a Fair Trade - Consumer views on how businesses use their data,
https://cprec.org.au/report/not-a-fair-trade-consumer-views-on-how-businesses-use-their-data/.
1 Consumer Policy Research Centre, 2026, Key to Your Data - Behind the Tech Interface, https://cpre.org.au/key-to-

your-data.
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treating Australians fairly is everyone’s business.’? The same mindset should be applied
to privacy protections.

CPRC urges the Federal Government to remove the small business exemption, without
exception. This could be done in a tiered phase to ensure small businesses are supported
to meet privacy obligations. The Federal Government should resource the OAIC to
provide guidance and support. Development of guidance and a support framework for
small businesses should be high priority to ensure small businesses have the capacity
and capability to comply with the requirements.

Recommendation 8: Remove the small business exemption.

12 Parliament of Australia, 2026, Competition and Consumer Amendment (Unfair Trading Practices) Bill 2026,
https://www.aph.gov.au/Parliamentary_Business/Bills_Legislation/bd/bd2526/26bd058.
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