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Thank you for the opportunity to make a submission to the Joint Select Committee on Artificial
Intelligence (Al). This submission specifically relates to the following parts of the Terms of
Reference:

(i) the adequacy of Australia’s existing laws and regulatory frameworks as they apply to Al and
whether there are any gaps that warrant reform, and

(k) the risks and harms arising from Al, including fraud and scams, deepfakes and risks to the safety
and wellbeing of children and vulnerable Australians.

You cannot challenge what you don’t know - the need for Al transparency

While transparency is not the only answer to ensuring fair and safe outcomes for consumers, it is a
starting point to enable practices within an Al-enabled system to be independently examined and
scrutinised. For consumers and even regulators, it can be difficult to ascertain whether an output
from an entity has involved Al in some form.

Transparency can enable a proactive surveillance approach by regulators and enable consumers to
play a role in probing the efficacy of fair and safe outcomes from Al. You cannot challenge what you
don’t know. Consumers should be informed in a meaningful way so they can effectively report
and seek redress if they believe that an Al-enabled outcome has left them worse-off.

We are already seeing similar obligations being introduced in Europe where Article 50 of the
European Al Act requires consumers to be explicitly informed of Al-generated content.! Businesses
should be required to clearly disclose when and how Al is being used. Transparency can provide a
pre-condition for good consumer protection, helping regulators, researchers and the general public
understand how the technology is being applied.

Recommendation: The Federal Government should incorporate obligations for a transparency label

via disclosures at point of use, so there is adequate awareness that Al has been used to curate what
they are viewing, experiencing or being offered.

Misuse of Al in internal dispute resolution is degrading customer service

Our 2026 research has found that 80% of Australians have experienced at least one online challenge
with a digital service in the past 12 months. Of these Australians, close to half have experienced four
or more issues in a span of just one year (45%). Of the people who do pursue a complaint, 67% are left
dissatisfied with the resolution. Many consumers navigating a company’s internal dispute resolution
system, reported frustration when using automated and Al-enabled chat bots on virtual customer

1 See EU Guidelines on transparency obligations for providers and deployers of certain Al systems: https://digital-
strategy.ec.europa.eu/en/policies/guidelines-ai-transparency-obligations.
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service portals. In many instances, Australians appear to have no choice of alternative customer
service avenues. The default of Al-enabled customer service is often being offered as a ‘take it or
leave it approach’? The cognitive load of experiencing issues online is taking a toll on Australians.
More than half reported a decline in trust of the online world (53%), one in seven reported a negative
impact on their mental health and wellbeing (14%) and more than half had been impacted financially
(54%). We estimate that Australians are losing around $497 million a year due to problems they face
with digital services and being unable to access genuine support and redress.?

Australians don’t currently have a clear and accessible pathway to redress when it comes to many
facets of the digital economy. There is no easy, independent way of resolving disputes in the online
space. With an ever-increasing number of businesses utilising Al-enabled customer service and likely
reducing resourcing for effective customer service, it is imperative that consumers have the option
to seek external dispute resolution support. Our research found that 73% feel optimistic about the
concept of having access to a free, independent dispute resolution body to help with issues
experienced with digital services, and 83% are open to the idea of expanding the remit of the
Telecommunications Industry Ombudsman (TI0).

Recommendation: The Federal Government should expand TIO’s remit to cover redress for digital
disputes so Australians can access fair and timely redress when experiencing issues with digital
services.

Gaps in current economy-wide protections

There are two reforms that could address a range of harms related to Al, are not being applied
economy-wide:

e Unfair trading prohibition
e Anuplift of the Privacy Act

Unfair trading prohibition

In July 2026, the Government passed legislation and introduced an unfair trading prohibition under
the Australian Consumer Law.* This is a landmark reform that consumer advocates and experts
have called for, for more than a decade. From July 2027, because of this reform, Australians should
see a shift in how businesses treat them. However, there is a notable gap in the legislation, which
currently does not apply to financial services.

The consumer movement has continued to raise concerns about the unfair trading prohibition not
applying to financial services.® Exclusion of the Australian Securities and Investments Commission
Act (ASIC Act) in the prohibition may facilitate regulatory arbitrage by exploiting gaps in financial
services licensing. An unfair trading prohibition varies from the ‘efficient, honest and fair’ duty under
the ASIC Act, which is forward-looking and does not give rise to any consumer right if there is non-
compliance.

Current financial services laws do not replicate an unfair trading prohibition. They do not respond to
the full range of consumer concerns. This means that Al-enabled financial services are carved out
from any of the obligations under the prohibition. As an example, the unfair trading prohibition
specifically bans the use of online deceptive designs that are deployed to steer people’s choices

2 Consumer Policy Research Centre, 2026, Someone to Turn to - Consumer views on the value of external dispute resolution for problems
with digital services, https://cprc.org.au/report/someone-to-turn-to.

3 Ibid.

“ Parliament of Australia, 2026, Competition and Consumer Amendment (Unfair Trading Practices) Bill 2026,
https://www.aph.gov.au/Parliamentary_Business/Bills_Legislation/bd/bd2526 /26bd058.

5 Consumer Policy Research Centre et. al, 2026, Make Unfair lllegal -Consumer Advocates’ Submission to the Senate Inquiry on Unfair
Trading Practices Bill 2026, https://cprc.org.au/wp-content/uploads/2026/07/Senate-Inquiry-UTP-Bill-Consumer-Sector-Submission-

27-May-2026.pdf.
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against their best interest (also known as dark patterns).® However, an investment app, that is also
Al-enabled and using dark patterns to gamify investment choices, would not need to meet the
obligations under the prohibition. The same would apply for generative Al services that provide
financial advice. Such a carveout, which would deem this example of Al-enabled financial advice
using dark patterns as legal, leaves consumers vulnerable to significant financial harm.

Recommendation: The Federal Government should amend the Australian Securities and

Investments Commission Act 2001 with a mirror provision to ensure that unfair business practices
cannot occur in financial services.

Privacy reforms

Data is the foundation of any Al system - it plays a critical role in how Al systems make decisions,
draw conclusions and perform tasks. However, CPRC’s research confirms that there is a grave
mismatch between how businesses collect and use data and what Australians expect:’

e Only 15% of Australians feel businesses are doing enough to protect their privacy when it
comes to how their personal information is collected, shared and used.

e Close to 60% of Australians have little to no confidence in online businesses (large or small) to
keep their data safe.

o 83% believe personal information should not be collected and used in a way that harms them
or others.

e Only 18% are confident that they will be compensated if they’ve been left worse-off because
of how a company collected, shared or used their information.

e 70% believe personal information should only be collected or used if it is in a person’s best
interest and is unlikely to cause harm to them and others.

The recently proposed privacy reforms, if delivered well, can offer fair and accessible privacy rights
for Australians.2 However, the Attorney-General has not proposed removing the current exemption
on small businesses to be held accountable for protecting people’'s privacy.

In recent research investigating use of technology in rental processes (known as Rent Tech), we
found examples of smaller platforms dabbling in problematic practices such as:

e utilising personality assessments to screen for how 'accommodating’ or ‘agreeable’ a
prospective renter may be

e applying social scores based on individuals’ attributes to assess prospective renters, and

e encouraging renters to share unnecessary and excessive data, such as photos, pet details
and student details, including student ID and campus coordinator information.

Many Rent Tech platforms, including smaller platforms, claim some form of Al-integration in their
systems.? It's critical that the privacy protections apply economy-wide. Many of these practices
would likely be illegal if the fair and reasonable test is introduced under the Privacy Act but if it
doesn't apply to small businesses, these smaller operators will continue with their harmful practices
with no recourse.

& Consumer Policy Research Centre, 2022, Duped by Design - Manipulative online design: Dark patterns in Australia,
https://cprec.org.au/report/duped-by-design.

7 Consumer Policy Research Centre, 2023, Not a Fair Trade - Consumer views on how businesses use their data,
https://cprec.org.au/report/not-a-fair-trade-consumer-views-on-how-businesses-use-their-data/.

8 Attorney-General's Department, 2026, Privacy Reform - Consultation on Exposure Draft legislation,
https://consultations.ag.gov.au/rights-and-protections/privacy-reform/.

° Consumer Policy Research Centre, 2026, Key to Your Data - Behind the Tech Interface, https://cprc.org.au/key-to-your-data.
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Recommendation: The Federal Government should remove the small business exemption from the
Privacy Act so that all businesses are expected to treat people’s data with safety and respect.

Proactive enforcement measures

Currently, many of Australia’s compliance and enforcement models often take place post-harm,
where a pattern of harm has to be firstly identified, and then reported by individuals or community
groups. This means that the onus is predominantly on consumers to identify and report breaches
after they have lost money, or faced other life-altering negative consequences.

In our current digital economy and especially in the context of Al, this is an insufficient approach to
consumer protection. Identifying the root cause of harm is often hidden, or unclear for individuals
who may not even be aware that bias, incomplete data sets, and inaccurate assumptions may have
led to poor Al-enabled outcomes for them. With little to no transparency of how Al is being used and
in what form, it is impractical and unreasonable to expect that an individual or a community group
would be able to identify and report the potential of harm to a regulator for investigation. This
should not be the job of the consumer.

The Federal Government must ensure regulators are adequately resourced with the capacity and
capability to monitor and enforce the law in this complex environment. Regulators must be
empowered and equipped to undertake proactive investigations. They need powers to take
enforcement action swiftly and independently.

The Federal Government should also consider enforcement action that goes beyond pecuniary
penalties. One option is the consideration of introducing a digital disgorgement obligation. This is
where a business breaking the law would be forced to delete or surrender data, algorithms and even
products that it has designed based on what it gained through illegal practices.” This would ensure
that breaking Australian laws is not seen as just the ‘cost of doing business'. In our current digital
market where some very large businesses and platforms hold significant market power, pecuniary
penalties will not be enough to dissuade non-compliant behaviour. For example, it was reported in
2022 that Meta had put aside EUR 3 billion in its forecasted budget to simply cover payment of
GDPR fines." Penalties shouldn't be a budget line item but a meaningful deterrent.

Recommendation: The Federal Government should increase resourcing for regulators so they can
effectively stop harmful behaviour and practices before widespread harm occurs.

Recommendation: The Federal Government should consider penalties beyond fines such as a digital
disgorgement obligation so businesses cannot continue to profit from previous illegal practices.

CPRC welcomes the opportunity to discuss any aspects of this submission further. Please contact
me directly should you wish to discuss anything further.

Kind regards
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Chandni Gupta

Deputy Chief Executive Officer + Digital Policy Director
Consumer Policy Research Centre

0 Gupta, C., 2025, Made to Manipulate: The impact of deceptive online design practices on wellbeing and strategies to mitigate harm,
https://cprec.org.au/report/made-to-manipulate-report..
" Ibid.
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